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Introduction W

Employees are critical for every service the City provides. To encourage a rewarding
and effective workplace, the organization has sought to foster an open and positive
work environment for its employees. At times, there are activities that can be
detrimental to sustaining this workplace atmosphere. Ultimately, this hurts morale,
organizational effectiveness, and the image of the City. This policy seeks to provide
guidance for those rare instances when an employee feels fraud or unethical behavior
has occurred.

Administrative Policy #513, Fraud in the Workplace, is being implemented to help
employees recognize and prevent fraudulent activities. This policy is not intended to
replace any established grievance process.

1. Purpose

This policy applies to any fraud, or suspected fraud, involving employees,
Council, boards, committees, appointed task forces or positions, consultants,
vendors, contractors, or outside agencies doing business with employees and/or
any other parties with a business relationship with the City of Ann Arbor.

This policy is being established to protect the City’s revenue, property,
information and other assets from any attempt, either by members of the public,
contractors, subcontractors, agents, or employees, to gain by deceit, financial or
other benefits at the expense of City taxpayers. With this in mind, systems and
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procedures for the prevention and detection of fraud have been designed and
implemented to support and promote a culture and environment that fosters
honest and ethical behavior. All employees play a role in the City’s system, so
this policy outlines the various roles and responsibilities of different employees.

If an employee encounters a situation where they believe a potentially fraudulent
activity has occurred, this policy provides specific guidelines an employee should
follow.

2. Policy

2.1

2.2

2.3

2.4

Management is responsible for the prevention and detection of fraud,
misappropriations, and other inappropriate conduct. Fraud is defined as the
intentional, false representation or concealment of a material fact for the
purpose of inducing another to act upon it to his or her injury. Each member of
the management team should be familiar with the types of improprieties that
might occur within his or her area of responsibility (as described in Section 3.3
below). Management has the responsibility to implement adequate procedures
and analysis which will alert them to any indication of irregularity.

All employees play a vital role in the prevention and detection of fraud. If an
employee suspects fraud, theft, or corruption, it should be reported. The City’s
personnel policies are intended to enable employees and volunteers to raise
good faith concerns of fraudulent behavior.

For this policy, fraudulent behavior includes, but is not limited to:

Forgery or alteration of any document or account belonging to the City
Forgery or alteration of a check, bank draft, or any other financial document
Misappropriation of funds, securities, supplies, or other assets

Impropriety in the handling or reporting of money or financial transactions
Profiteering as a result of insider knowledge of City activities

Disclosing confidential and proprietary information for gain to outside parties
Accepting or seeking anything of material value from contractors, vendors or
persons providing services/materials to the City contrary to federal, state, or
local law or City policy; and/or

e Destruction, removal or inappropriate use of records, furniture, fixtures, and
equipment.

The City’s Internal Auditor, in conjunction with the Chief Financial Officer (CFO)
and the City Attorney’s office, has the primary responsibility for the investigation
of all suspected fraudulent acts as defined in the policy. Any fraud that is
detected or suspected must be reported immediately to the confidential
employee hotline or the City’s Internal Auditor (see Section 3.2 for contact
information).



Policy Title:  Fraud in the Workplace

Page 3 of 4

2.4.1 The City’s Internal Auditor treats all information received as confidential. Any
employee who suspects dishonest or fraudulent activity should notify the
confidential employee hotline or the Internal Auditor immediately, and should not
attempt to personally conduct investigations or interviews/interrogations related
to any suspected fraudulent act (see Procedure section below). The City takes
such matters seriously and has a legal obligation to investigate and all efforts will
be made to maintain confidentiality in connection with the investigation.
Information about the investigation will only be released on a need-to-know basis
or when required by law.

2.4.2 Investigation results will not be disclosed or discussed with anyone other than
those who have a legitimate need to know. This is importantin  order to avoid
damaging the reputations of persons suspected but subsequently found innocent
of wrongful conduct and to protect the City from potential civil liability.

2.4.3 Decisions to prosecute or refer the examination results to the appropriate law
enforcement and/or regulatory agencies for independent investigation will be
made in conjunction with the City Attorney and senior management, as will final
decisions on the disposition of the case.

2.4.4 The Internal Auditor will have: To the extent permitted by law, free and
unrestricted access to all City records and premises, whether owned or rented;
AND the authority after consultation with the City Attorney’s office to examine,
copy, and/or remove all or any portions of the contents of files (exclusive of the
prosecution, privileged or work product files of the City Attorney), desks,
cabinets, and other storage facilities on the premises without prior knowledge or
consent of any individual who may use or have custody of any such City-owned
items or facilities when it is within the scope of their investigation.

3. Procedures

3.1 Great care must be taken in the investigation of suspected improprieties or
wrongdoings so as to avoid mistaken accusations.

3.2  An employee who discovers or suspects fraudulent activity should contact the
confidential employee hotline (see Section 3.2.2) or the City's Internal Auditor
immediately. The reporting employee may remain anonymous. No information
concerning the status of a potential incidence or investigation will be given out
except on a need to know basis or as required by law. If an inquiry is received,
the proper response is: “I am not at liberty to discuss this matter.” Under no
circumstances should any reference be made to “the allegation,” “the crime,” “the
fraud,” “the forgery,” “the misappropriation,” or any other specific reference to the
investigation.
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3.2.1

3.2.2

3.3

3.4

3.5

3.6

Employees can use the attached Fraud Disclosure form to submit their concerns
to the Internal Auditor via interoffice mail or via email at
InternalAuditor@a2gov.org.  Also, this form is available on A2Central at
https://a2central.a2gov.org/departments/Finance/default.aspx . All efforts will be
made to maintain confidentiality of the information submitted.

Employees may also call the confidential employee hotline at 1-877-741-4058 to
report fraudulent activities. The confidential employee hotline service is a third
party, anonymous hotline that employees can use to report suspected fraudulent
activity.

The reporting individual should adhere to the following guidelines:

e Do not contact the suspected individual in an effort to determine facts or
demand restitution.

e Do not discuss the case, facts, suspicions, or allegations with anyone
unless specifically asked to do so by the City’s Internal Auditor.

All inquiries from a suspected individual, his or her attorney or representative, or
any other inquirer concerning an activity under investigation should be directed to
the Internal Auditor or the City Attorney.

If an investigation results in a finding of misconduct by an individual, or a group
of individuals, the discipline, if necessary, will be determined by the Service Area
Administrator, Human Resources and the City Attorney’s Office. The Internal
Auditor does not have the authority to discipline an employee. Should the
Internal Auditor believe the management follow-up actions to be insufficient for
the facts presented, the facts will be presented to executive level management
for a decision.

The CFO is responsible for the administration, interpretation, and application of
this policy. The policy will be reviewed annually and revised as needed.

Other Related Policies- Please note the following related policies:

e HR Policy and Procedure 2.1- Employee Standards of Conduct

e HR Policy and Procedure 2.3- Conflict of Interest

e HR Policy and Procedure 2.7- Whistleblowers Protection Act Compliance
¢ HR Policy and Procedure 2.9- Employee Problem-Solving Process
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CITY OF ANN ARBOR
FRAUD DISCLOSURE FORM
Confidential

The City of Ann Arbor and its employees are committed to open and honest communication
and accountable behavior. In addition, the organization is committed to ensuring the
opportunity for fraud is reduced to the lowest possible risk. In consideration of that
commitment, the City encourages all employees and others with concerns regarding
fraudulent behavior about the City’'s operations to communicate those concerns. Please
complete this form with as much detail and accuracy as you can provide. Return this form to
the City's Internal Auditor (marked confidential) or submit it via email at
InternalAuditor@a2gov.org. Please be assured this information will be treated confidentially.

NAME OF INDIVIDUAL FILING REPORT (Optional):

PHONE NUMBER OF INDIVIDUAL FILING REPORT (Optional):

NATURE OF CONCERN:

RELATED BACKGROUND INFORMATION:

SPECIFIC DETAILS RELATED TO CONCERN:

NAMES AND POSITIONS OF PEOPLE INVOLVED AND/OR WITNESSES:

DATES AND OCCURENCES:






